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Introduction

I nformation security management in enterprises can be an-

alysed with regard to many aspects. This is largely driven
by the nature of cognitive ideas (data, information, knowl-
edge), which currently are mostly stored on digital carriers,
but also in the paper form, sound recordings, videos, and in
the form of knowledge and experience of employees. Man-
aging security of intangible resources in so many dimensions
requires involvement of persons whose responsibilities are
limited exclusively to ensuring the security of the above-
mentioned resources. In practice, these are IT departments,
individual IT staff members (digital resources), and Data
Protection Officers. Apart from employing persons to be
in charge of protecting data and information in economic
entities, it is equally necessary to implement indispensable
law regulations, rules of conduct, instructions in the form of
security policies. It is also necessary to implement a system of
training that guarantees provision of up-to-date and essential
knowledge to employees, which will support them in every-
day management of information resources.
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Managing properly information security in micro and
small enterprises is of particular significance. In these enti-
ties human capital and financial resources are limited, and
as a consequence, they do not maintain their own IT depart-
ments. Some of them (micro enterprises in particular) do
not even employ staff members responsible exclusively for
ensuring the security of the information managed by a giv-
en entity (KPMG, 2020; Deloitte Access Economics, 2016).
Therefore, protection of intangible resources rests entirely on
those employees or persons who are in charge of informa-
tion security only through extra responsibilities.

The subject of the article is the presentation of selected
aspects related to the human factor, that is all behaviours and
conduct of employees in the course of information manage-
ment process, being a sum of their competencies, psycho-
physical condition, and frequently own intensions. We have
attempted to determine their influence on generating threats
while using popular software solutions. The underlying
objective of the article is to present the role of the human
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factor in generating potential threats to security of intangible

resources while using selected application solutions, and its

perception by enterprise employees confronted with techni-
cal security systems.

For the purpose of this publication, we present the re-
sults of the research conducted in 2020 in a group of micro
and small enterprises. The objective of the research was to
investigate the awareness of persons who manage infor-
mation and their perception of the impact of the human
factor on threats to intangible resources security. While
conducting the research, we focused on mistakes that em-
ployees make while using basic computer software owned
by the majority of economic entities: electronic mail, office
software, Internet browser and other solutions essential in
everyday work consisting in processing of information re-
sources. Thus, the discussions and studies presented in the
paper, pertaining to the human factor, have been analysed
by us through the prism of data and information in the
digital form, managed with the use of the abovementioned
software.

Selected theoretical aspects
pertaining to impact of human
factor on information security

resently, security of information resources can be ana-
lysed in two dimensions:

- technical and organisational one;

« behavioural one.

Technical and organisational dimension of information

security pertains to all the activities in the areas of:
« hardware and software;
. applicable legal standards in force;
. internal regulations that normalise manners of infor-
mation management.

Information security in the technical and organisational
aspect is commonly understood in enterprises and imple-
mented at various, individually perceived levels of security.
Individual perception can be defined here as a specific,
resulting among others from the competencies, attitude of
a particular person or persons to information security. The
individual attitude also results from particular requirements
of security, e.g. sensitive information may exist in an enter-
prise, and it requires special protection. It involves financial
capabilities with regard to purchases of hardware, software,
technologies for information protection, and the I'T model
functioning in the organisation. Each model (traditional,
cloud computing) generates a different attitude to intangi-
ble resources security.

Table 1. Taxonomy of human factors
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In the case of behavioural dimension, information
security is still analysed only in the limited scope in
scientific and popular literature alike. The subject in
the aspect of information security in the behavioural
dimension is man, and all the vulnerabilities of the infor-
mation system and threats to information are analysed
through so called the human factor (Kobis, Kisiolek,
2018, p. 45). The term ,human factor” has been defined
over the years in the literature in a number of ways
(DeMarco, Lister, 2002; Grudzewski et al., 2001; Jam-
ka, 2011; Kozminski, Jemielniak, 2008; Mikula, 2003;
Olejniczuk-Merta, 2015), also depending on the scien-
tific discipline in which the issues have been analysed
and context of deliberations related to human activity
(Fellner, Osowski, 2015; Katuzna, Fellner, 2014). In the
present paper, the notion of the human factor has been
based on the definition by Y. Wanga (2008, p. 75), who
writes that: ,human factors are the roles and results of
human activity in the system, which introduce additional
strengths, weaknesses and uncertainties”. The author of
the definition also specifies the taxonomy of human fac-
tors, in which he details factors in a breakdown into the
three distinguished in the definition categories (Table 1).

The factors that have been included in Table 1 result both
from the human nature itself - the personality, disposition,
natural behaviours, inclinations as well as competencies.
In the case of competencies, the ones that directly concern
employees (Oleksyn, 2018, p. 33) are:

« psychophysical features;

. internal motivation;

« health condition;

- abilities;

. predispositions;

- attitudes and behaviours;

- rights to take actions;

« skills;

. experience;

« knowledge;

« education.

The presented competencies directly impact the manner
of information management by employees. This concerns
both the substantial aspect of information processing as
well as the aspect of secure information management.
Contemporary attacks on IT systems of enterprises in most
cases exploit man as the weakest link of the security system.
They rely on possible errors, negligence of employees who
make them and so allow the attacker to bypass, frequent-
ly complex, protective measures of the IT system (Kobis,
2021, pp. 165-166).

Category Factors
strengths natural intelligence, auton(?mous behfiviours, complex process of ma.lfing decisions, highly-qualified actions, intelligent
senses, strength of perception, complicated human coordination, ability to adapt
weaknesses low efficiency, slow reactions, error prone, tiredness, concentration loss
uncertainties productivity, accuracy, reaction time, perseverance, reliability, attitude, execution, motivation to try uncertain actions

Source: Wang, 2008, p. 75
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Man’s actions in the realm of threats to information may
take various forms. They can include, among others, open-
ing attachments to electronic mail without having become
acquainted with its content beforehand or executing files
of unknown origin. Other examples of bad behaviours are
installing untested software from the Internet or keeping
passwords and other confidential data on so called ,yellow
cards’, which are usually stuck to the monitor or desk. There
is also vulnerability to social engineering from attackers who
want to obtain access to information and spying. Each of the
listed employee behaviours may lead to loss or damage to
information, and consequently, cause financial losses for the
economic entity, loss of its reputation, and even bankruptcy,
in a situation when the information revealed is of key impor-
tance for the enterprise’s operations.

In the empirical part of the paper, we have distinguished
five most frequently cited in the literature factors that im-
pact man’s behaviour in everyday processing of intangible
resources: negligence, curiosity, carelessness, haste and
tiredness as well as lack of knowledge (Dykstra, Paul, 2018;
Gorski, Wojsa, 2018, p. 44; Sobolewska, 2018, p. 118). These
are the factors that impact the generation of potential threats,
defined as unintentional and resulting from employees’ pre-
dispositions themselves. Their brief characteristics have been
presented below.

Negligence is defined as the lack of diligence in something,
carelessness (Stownik Jezyka Polskiego PWN, 2021b). This
concerns employees who intentionally or unconsciously do
not comply with essential principles of information pro-
tection, doing so out of their own convenience (e.g. setting
weak access passwords), laziness, attempt to save time (e.g.
not logging out of the system while leaving their work post).

Curiosity in turn is defined as a compulsive urge to learn

»something’, against the existent, commonly accepted rules.
Examples of such a behaviour may include: opening email
attachments from senders that they are unable to identify, or
visiting Internet websites classified as ,dangerous” ones.

Carelessness defines employees who are unaware of the
consequences of their own deeds or taking particular actions
without further thoughts (Stownik Jezyka Polskiego PWN,
2021a). This is the factor that is frequently exploited in social
engineering by potential aggressors. Persons being subject to
social engineering techniques and simultaneously charac-
terised by carelessness become tools in the hands of hackers,
making it possible for them to acquire or destroy particular
information resources. The most frequently used IT tools in
this respect include: electronic mail, instant messaging, pre-
pared website (Aldawood et al., 2020, pp. 45-49; Exclusive
Networks, 2019; Cisco, 2019, p. 6).

Another factor, haste and tiredness, may concern practi-
cally every employee and so it poses a particularly serious
threat. In everyday functioning of enterprises, one can fre-
quently observe a number of situations where something is
done ,,ASAP”. The need for specific tasks to be carried out
instantly causes that details remain overlooked. Moreover,
excess of such situations leads to tiredness — another factor
that decreases the level of employees’ concentration. As
a consequence, a situation may occur when employees install
software having not checked carefully its origin, open subse-
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quent email messages without analysing their content, seek
for information online without paying attention to websites
they visit, etc.

The last of the described factors is the lack of knowledge.
This is the key factor that needs to be verified already at the
stage of recruiting employees, and then appropriately elimi-
nated. The most effective tool to eliminate this factor is cycli-
cal training, internal or external one, creation of an internal
database that can be accessed by all the employees.

It is difficult to attribute unequivocally the determined
human factors to particular actions of employees that may
pose a threat to information. It can be stated that it is high-
ly probable that the majority of actions that are potentially
threatening to intangible resources is a sum, resultant of all
the abovementioned factors. They are also used in attacks
based on social engineering techniques. Susceptibility of
employees to particular techniques often derives from the
enumerated factors. Therefore, hackers attempt to make use
of all the vulnerabilities driven by human nature so as to ac-
quire or destroy particular information resources.

While analysing the literature on the subject, one can
conclude that these days the human factor is recognised to
be one of the main reasons for information loss in the case
of economic entities. For example, the report published by
Tessian (2021) ,The Psychology of Human Error’, presents
the results of the research conducted among 2000 employees
in the USA and Great Britain. The results show that as many
as 88% of cases of compromising information security result
from human errors. Moreover, the same research (Tessian,
2021, p. 5) shows that:

- 58% of employees have sent an email to the wrong per-
son at work;
57% of employees are more distracted when working
from home;
43% of people have made mistakes at work that com-
promised cybersecurity;
- younger workers are 5 times more likely to make mis-

takes with security consequences;

- over half of employees make more mistakes when they
are stressed, while 43% are more error-prone when
tired;
93% of staff are tired and stressed at work;

. 1in 10 feel tired every day of the week;

- a third of workers rarely or never think about cyberse-

curity at work.

The cited results are deeply disturbing, and they confirm
that today man and his behaviour, stemming from particular
human factors, is the most threatening thing for information
security. In the empirical part of the paper, we have demon-
strated how such factors as: negligence, curiosity, careless-
ness, haste and tiredness as well as the lack of knowledge
are perceived to be threats to intangible resources security
among employees of enterprises from the Silesian province
in Poland.

Research method

he research was carried out in the period from July
to November 2020 in micro and small enterprises
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registered in the territory of the Silesian province. The
survey questionnaire included in total 8 questions per-
taining to information security and was conducted with
the use of the CAWI (Computer Assisted Web Interview)
method. The survey participants were the persons who
process information (office employees). For the purpose
of the present paper we have presented 2 out of 8 obtained
results of the research.

In the selection of enterprises, we applied the purpose-
ful selection, distinguishing these entities that in their
everyday operations use office software, electronic mail,
and other applications to process information resources.
We have assumed that software of this type is used by the
majority of economic entities, and processing informa-
tion in these applications is most vulnerable to potential
threats caused by human error.

The number of enterprises indispensable for the re-
search was determined based on the dependence (Biostat,
Centrum Badawczo-Rozwojowe, 2021):

__ _PQ-P)
N""'"_e_2+P 1-P
72 N

Where:

N_. - minimum research sample - the smallest possible
number of enterprises to conduct the research;

N - size of total population;

e — maximum assessment error;

z - value resulting from the adopted trust level (o), calcu-
lated with the use of distribution function of standard
distribution. For 95% trust level z=1.96;

P — estimated fraction size (in the research 0.7 has been
assumed, on an assumption that the investigated fea-
ture occurs in 70% of the population).

In the research we adopted the value N=231467
(224 518 of micro enterprises and 6949 of small ones).
This is the number of non-financed micro and small
enterprises according to the Main Statistical Office for
the year 2018 in the Silesian province. In the breakdown
of enterprises, we considered the number of employees
(1-9 employees are micro enterprises and 10-49 em-
ployees are small ones). The data does not cover: enti-
ties conducting activity classified according to the Polish
Classification of Activity of 2007 into section A (Agricul-
ture, Forestry, Hunting and Fishery), K (Financial and
Insurance Activity), and O (Public Administration and
National Defence, Compulsory Social Security) (GUS,
2020). The calculations we did showed that the required
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number of enterprises to participate in the research
was 322. Therefore, the research was conducted in the
group of 354 enterprises, which included 278 micro ones
and 76 small ones, which complies with the calculated
requirement. The survey participants included service,
manufacturing entities, traders, and those of mixed pro-
file of activity (Table 2).

Research results

he first question to the respondents was about the per-

ception of information security in a given economic
entity. For this purpose, the respondents were asked to
evaluate on the 5-point scale (Likert scale) to what extent
information security is impacted by technical measures,
and how it is conditioned by the conduct of persons in
charge of information security. The distribution of the re-
spondents’ answers has been presented in Figure 1. The an-
swers demonstrate that the respondents recognise technical
measures to ensure a higher level of security. The conduct
of those who process intangible resources is less relevant.
In the case of the top indication (5), the percentage ratio
of the indications to technical measures compared to the
human factor is as much as 48.02% to 7.91%. In the case of
4-point indications, the same relation is 51.41% to 40.68%.
Therefore, as many as 99.43% of the respondents indicated
top values of the scale, that is 4 and 5. In the same range of
the scale, the human factor was selected by less than a half
of the investigated respondents — 48.59%, while as many as
39.83% of the respondents selected the value 3 and 11.58%
of them selected the value of 2.

The second question of the survey was about the human
factor itself. For this purpose, we distinguished 5 factors
most frequently cited in the literature on the subject and
believed to contribute to man’s mistakes while managing
information. The respondents were asked to express their
opinions, based on their knowledge and beliefs, about the
given factor’s impact on the following behaviours: opening
electronic mail attachments, opening files of unknown
origin, installing untested software from the Internet by
users of computers and mobile devices. The evaluation
was conducted with the use of the 5-point scale. It needs
to be mentioned that in the literature on the subject these
are considered to be the most frequently made mistakes
posing a threat to information resources. In Table 3, we
have summarised the results of the average, median, and
dominant for each of the factors in a breakdown into the
size of enterprises.

Table 2. Breakdown of investigated enterprises into the type of conducted activity

Micro enterprises (n=278) Small enterprises (n=76) Total enterprises (n=354)
services 153 28 181
manufacturing 42 19 61
trade 37 11 48
mixed 46 18 64

Source: own analysis
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information (human factor)

Figure 1. Dependence of information security on technical measures vs human factor - comparison of respondents’ answers. Percentage level
of indications of particular values on the Likert scale from 1 to 5
Source: own analysis
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Figure 2. Negligence and its impact on undesirable actions: opening email attachments, opening files of unknown origin, installing untested
software from the Internet. Percentage level of indications of particular values on the Likert scale from 1 to 5
Source: own analysis

Table 3. Median and dominant results for individual respondents’ indications

Respondents’ answers to the question: ,,What can be the reasons for the following
undesirable actions: opening attachments to electronic mail, opening files of unknown
origin, installing untested software from the Internet? (Please select answers on the
scale from 1 to 5, where 1 means minimum significance and 5 maximum one)”

Micro enterprises (n=278) Small enterprises (n=76) Total enterprises (n=354)

median dominant median dominant median dominant
negligence 3 3 3 4 3 3
curiosity 4 4 4 4 4 4
carelessness 4 4 4 4 4 4
haste and tiredness 3 3 4 4 3 3
lack of knowledge 4 5 4 4 4 5

Source: own analysis

The results of respondents’ indications for the first factor,
negligence, have been presented in Figure 2. The curves
demonstrate the percentage number of indications for par-
ticular values from 1 to 5 in a breakdown into micro and
small enterprises. In the case of micro enterprises, 3 was
the value that received the greatest number of indications.
This may prove that the respondents treat negligence as the
factor of average importance for information security. The

results might have also been affected by so-called central
tendency error. In the case of small entities, the greatest
number of indications received the value of 4 - this factor
was more ,appreciated” by the respondents. While analys-
ing the answers given by all the enterprises participating
in the research, one can conclude that a greater number of
respondents selected the values from the upper range of the
scale (from 3 to 5).
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Figure 3. Curiosity and its impact on undesirable actions: opening email attachments, opening files of unknown origin, installing untested
software from the Internet. Percentage level of indications of particular values on the Likert scale from 1 to 5

Source: own analysis
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Figure 4. Carelessness and its impact on undesirable actions: opening email attachments, opening files of unknown origin, installing
untested software from the Internet. Percentage level of indications of particular values on the Likert scale from 1 to 5

Source: own analysis

Another investigated factor was ,curiosity” While ana-
lysing the indications presented in Figure 3, one can state
that in the opinion of the respondents this factor to a larger
extent than “negligence” impacts improper behaviours of
employees with respect to their processing of information
resources. Greater percentage indications can be observed
for the values of 4 and 5 (respectively 30.94% and 27.34%
for micro enterprises, 35.53% and 32.89% for small ones).
In comparison with negligence, a smaller number of the
respondents underestimate the significance of ,.curiosity”
(8.27% of micro enterprises and only 3.95% of small ones
for the indication equal to 1).

For the factor ,carelessness” the results of the research
are similar to those for ,curiosity” One can observe it
while analysing the shapes of the curves. They are similar
and reflect similar percentage indications for particular
values from 1 to 5. While analysing the notions themselves,
a conclusion can be put forward that excessive curiosity of
employees may lead to careless, inconsiderate actions.

Another factor we investigated was ,haste and tiredness”
(Figure 5). In this case most of the respondents selected the
third answer, which can be termed as the most ,,universal one”.
To a certain extent, this can reflect uncertainty of the survey
participants as to the impact of this factor on information
security. This can also stem from the respondents’ unwilling-
ness to admit that this factor occurs at their workplace - this
could prove that they have been assigned too many responsi-
bilities or they lack proper training necessary to render work
at this workplace. Considering all the investigated economic
entities, only 9.32% of the respondents recognise this factor
as insignificant (indications of 1), but twice as many of them
believe it to be particularly important (indications of 5).

The last factor we investigated was ,lack of knowledge”
(Figure 6). Knowledge as one of the employee competencies
(Oleksyn, 2018, p. 33) is of key importance in the processes
of proper management of information resources. Moreover,
this knowledge has to be as up-to-date as possible. It should
be acquired not only in educational processes, but also in the
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Figure 5. Haste and tiredness and its impact on undesirable actions: opening email attachments, opening files of unknown origin, instal-
ling untested software from the Internet. Percentage level of indications of particular values on the Likert scale from 1 to 5

Source: own analysis
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Figure 6. Lack of knowledge and its impact on undesirable actions: opening email attachments, opening files of unknown origin, installing
untested software from the Internet. Percentage level of indications of particular values on the Likert scale from 1 to 5

Source: own analysis

processes of continuous training, becoming acquainted with
new techniques, technologies related both to solutions ap-
plied in the area of information management as well as new-
ly-emerging threats, means of illegal information acquisition.
This is the key factor that allows to recognise and eliminate
a threat. While analysing the data presented in Figure 6, one
can observe that as many as 62.59% of the respondents
consider this factor to be either important (4) or particularly
important (5). It can be assumed that employees are aware
of the impact of proper knowledge on information security.

Discussion

he research conducted among micro and small enter-
prises in the Silesian province allows for formulation

of two primary conclusions:
. employees believe that technical (hardware and
software) measures are more important than the

conduct of persons processing information, in the
context of intangible resources security;

. the investigated human factors are in the opinion of
the respondents significant from the perspective of
information security.

As the research results presented in Figure 1 demon-
strate, the human factor is still not perceived by employ-
ees as the most essential one in the process of information
security. The word ,still” has been used here deliberately.
The fact is, that all the research conducted by the largest
investigation agencies and scientific publications indicate
that improper conduct of employees (intentional, uninten-
tional, and resulting from psychophysical features) poses
the most serious threat to information security (Bada et
al., 2019; Dreyer et al., 2018; Exclusive Networks, 2019).
All the attacks that aim to obtain information fraudulently
or destroy it, such as phishing or ransomware, make us
of social engineering, treating man as the weakest link
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of the security system. No technical measures (hardware
and software) will operate properly if persons using them
intentionally or unintentionally allow or accept particular
connections, open files of unknown origin, install soft-
ware coming from unknown sources, or are careless while
browsing websites.

Despite the fact that the respondents indicated the
technical factor as the prevailing one in the aspect of in-
formation security, they are also aware of the role employ-
ees play in this process. This is confirmed by the research
results presented in Figures 2-6. Each of the investigated
factors received more indications for the values of 4 and
5 than for the values of 1 and 2. Therefore, each of them
was recognised as a significant one and having impact
on generation of potential threats to intangible resources.
The results also demonstrate subtle differences between
the respondents representing micro and small enterprises.
The employees of small enterprises more frequently se-
lected the answers 4 and 5 than the ones working in micro
ones. The disparities are not large (several percentage
points). However, they prove greater awareness (and pos-
sibly experience) as to the threats resulting from employee
behaviours, which can be an outcome of more intense
training or qualifications of the employees themselves. Yet,
this has not been proved in this research. Our research
presented in the article is in line with all the research in-
vestigating human mistakes while managing information.
Its results should motivate managerial staff members to
attach greater importance to a widely understood human
factors while securing information. These are more im-
portant than technical measures themselves, as they will
not fulfil their role properly without qualified and trained
employees.

Conclusion

he advancement level of contemporary information

security systems allows for securing efficiently own
intangible resources. The prerequisite for their proper
tunctioning and fulfilling their role is appropriate over-
sight of persons trained to do so. However, even the most
technically advanced measures will not protect informa-
tion if access to these resources is consciously or uncon-
sciously granted by humans themselves. Therefore, it is
necessary to introduce particular corrective measures
meant to eliminate the so-called ,human factor” in the
process of information security management. The nec-
essary remedies include cyclical training, applying ade-
quate recruitment procedures while selecting employees
for a given position, ensuring proper working conditions
for employees, increasing their awareness of the threats
they can provoke themselves.

The subject matter of protecting appropriately a com-
puter workplace with reference to the human factor is
very extensive and it covers a wide range of aspects that
have not been analysed in the present paper, e.g., sharing
common hardware, the BYOD (Bring Your Own Device)
trend, security policies, industrial espionage. Thus, the
paper refers to part of a wide range of issues pertaining to
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the human factor in information security. It should also be
stressed that the conducted research reflects the answers
given with regard to using popular software solutions.
Therefore, it cannot be referred to employee behaviours
in all the activities related to information management.
The remaining areas of employee behaviours may then
constitute a continuation of the research presented in this
article.
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Zagrozenia dla bezpieczenstwa

informacji wynikajace z czynnika ludzkiego
w percepcji oséb zarzadzajacych

zasobami niematerialnymi

Streszczenie

W artykule podjeto temat postrzegania wybranych czyn-
nikéw majacych wplyw na bezpieczenstwo zasobow
informacyjnych przez osoby odpowiedzialne za zarza-
dzanie zasobami niematerialnymi w mikro- i malych
przedsigbiorstwach. Wyszczegdlniono pie¢ najczesciej
wystepujacych w literaturze czynnikéw zaleznych od
pracownikéw, ktére moga stanowic¢ przyczyne utraty lub
przejecia przez osoby trzecie kluczowych dla podmiotéw
gospodarczych informacji.

W czesci teoretycznej opisano podstawowe zagadnienia
dotyczace pojecia czynnika ludzkiego, natomiast w cze-
$ci empirycznej przedstawiono badania przeprowadzo-
ne przez autoréw w mikro- i malych przedsigbiorstwach
w wojewddztwie §laskim. Celem artykulu jest zapre-
zentowanie roli czynnika ludzkiego w generowaniu
potencjalnych zagrozen dla bezpieczenstwa zasobow
niematerialnych przy obstudze wybranych rozwiazan
aplikacyjnych oraz postrzegania go przez pracownikéw
przedsiebiorstw w konfrontacji z technicznymi systema-
mi bezpieczenstwa.

Stowa kluczowe

informacja, przedsigbiorstwo, bezpieczenstwo informacji,
czynnik ludzki, kompetencje


https://www2.deloitte.com/content/dam/Deloitte/au/Documents/Economics/deloitte-au-economics-connecte
https://www2.deloitte.com/content/dam/Deloitte/au/Documents/Economics/deloitte-au-economics-connecte
https://www2.deloitte.com/content/dam/Deloitte/au/Documents/Economics/deloitte-au-economics-connecte
https://www.rand.org/pubs/research_reports/RR2299.html
https://www.rand.org/pubs/research_reports/RR2299.html
https://www.usenix.org/system/files/conference/cset18/cset18-paper-dykstra.pdf
https://www.usenix.org/system/files/conference/cset18/cset18-paper-dykstra.pdf
https://www.exclusive-networks.com/se/proofpoint-human-factor-report-2019/
https://www.exclusive-networks.com/se/proofpoint-human-factor-report-2019/
https://stat.gov.pl/obszary-tematyczne/podmioty-gospodarcze-wyniki-finansowe/przedsiebiorstwa-niefin
https://stat.gov.pl/obszary-tematyczne/podmioty-gospodarcze-wyniki-finansowe/przedsiebiorstwa-niefin
https://stat.gov.pl/obszary-tematyczne/podmioty-gospodarcze-wyniki-finansowe/przedsiebiorstwa-niefin
https://stat.gov.pl/obszary-tematyczne/podmioty-gospodarcze-wyniki-finansowe/przedsiebiorstwa-niefin
https://assets.kpmg/content/dam/kpmg/pl/pdf/2020/06/pl-raport-kpmg-barometr-cyberbezpieczenstwa-2020
https://assets.kpmg/content/dam/kpmg/pl/pdf/2020/06/pl-raport-kpmg-barometr-cyberbezpieczenstwa-2020
https://assets.kpmg/content/dam/kpmg/pl/pdf/2020/06/pl-raport-kpmg-barometr-cyberbezpieczenstwa-2020
https://assets.kpmg/content/dam/kpmg/pl/pdf/2020/06/pl-raport-kpmg-barometr-cyberbezpieczenstwa-2020
https://sjp.pwn.pl/szukaj/lekkomy%C5%9Blno%C5%9B%C4%87.html
https://sjp.pwn.pl/szukaj/lekkomy%C5%9Blno%C5%9B%C4%87.html
https://sjp.pwn.pl/szukaj/niedbalstwo.html
https://sjp.pwn.pl/szukaj/niedbalstwo.html
https://www.tessian.com/research/the-psychology-of-human-error/
https://www.tessian.com/research/the-psychology-of-human-error/

	Spis treści
	Strona Redakcyjna
	Determinats of Method Triangulation in Management Sciences
	Współdziałanie nabywców finalnych z oferentami a preferencje dotyczące środowiska tej współpracy ...
	Threats to information security driven by human factor in the perception of persons in charge ...
	Identyfikacja problemów w zakresie zarządzania transportem publicznym w koncepcji smart city ...
	Wymiary jakości podstawowej opieki medycznej i ich ocena w warunkach teleporady lekarskiej ...

